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Deal’s investment 
brings cyber to the river

Ceremonial shovels are ready for the 
groundbreaking of the Hull McKnight 

Georgia Cyber Center.

Photos by Phil Jones/Augusta University ////////////////

WHEN YOU THINK of Augusta, you think of golf, James Brown, and now, thanks to a wave 
of investment started by the federal government, you think of cyber.

Cyber has seeped into the fabric of who we are, spurring additional economic growth and 
kick-starting educational opportunities. It has brought jobs to the community, families to 
our neighborhoods and children to our schools.

Cyber is everywhere, and while it may have originated with the expansion of the federal 
government’s cyber presence at Fort Gordon, which is home to the U.S. Army Cyber School 
of Excellence, NSA Georgia and the relocated U.S. Army Cyber Command, it was the state 
that brought cyber downtown with the construction of the Hull McKnight Georgia Cyber 
Center, a two-building, 330,000-square-foot complex that brings the state’s cybersecurity 
efforts, private-sector startups and cyber-focused academia into one, $111 million project.

According to Gov. Nathan Deal, who sat down with Cyber Augusta for an exclusive 
interview about the cyber center, the investment just made sense.

“It just seemed to me that we would be foolish not to complement that over $2 billion the 
federal government was spending,” he said. “And because we were funding it with cash in our 
budget and not waiting on selling bonds, we were able to start immediately.”

That quick start, Deal said, made 
the project even more powerful.

“I think we’re benefiting from the 
timeline in terms of total cost, and I 
know we’re going to benefit in terms 
of the timeline for educating people 
in that facility,” he said.

Deal believes the cyber center will 
become an economic powerhouse, 
in large part because it’s solidly 
based on a foundation of job-focused 
education, something that’s been a 
cornerstone of his administration.

“We’ve put a greater emphasis 
on education that leads to 
employability,” he said. “And we’re 
obviously already seeing Augusta 
University working cooperatively 
with it, adding training programs and even adding degrees that will dovetail with what is 
going to be done there in the training facility.”

Augusta University’s School of Computer and Cyber Sciences as well as its Cyber Institute 
will be housed at the center, along with elements from other schools in the University 
System of Georgia and the Technical College System of Georgia.

The facility’s economic strength reaches beyond producing highly trained workers, 
however. It also has the potential to attract highly trained — and well paid — workers to the 
area, which helps everyone’s bottom line.

“The ability to attract high-paying jobs outside of metropolitan Atlanta has many benefits, 
and not just to the immediate area of Augusta,” Deal said. “This facility, in my opinion, will 
draw students and workers from all over at least the eastern part of our state.”

The safer, more secure Georgia that results from bringing students, cybersecurity 
experts and the private sector together in such close proximity to the federal government’s 
overwhelming cybersecurity presence has benefits that are tough to calculate, but for 
Augusta itself, the longest-lasting impact of Deal’s investment just might be the economic 
insulation it provides.

“I think everyone realizes that cybersecurity is an issue that’s not going away,” he said. 

Gov. Nathan Deal
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CYBERATTACKS ACROSS THE DECADES
Say the word “cyberattack” and, for most of us, a few come immediately to mind: Equifax, Yahoo, Sony, etc. They’re recent and 
they’re big. But cyber crime is as old as computers, and some of the biggest you might never have heard of. Here are six high-
impact hacks on that list:

1982 Original Logic Bomb
Believed to be the first cyberattack, the Original Logic Bomb was 
implemented during the Cold War. Many believe it was the CIA 
that, in 1982, found a way to stop Russia’s use of its Siberian gas 
pipeline by inserting code in the computer system that controlled 
the pipeline. The “bomb” caused an actual explosion, a first 
without using traditional explosive devices.

1999 Moonlight Maze
In 1999, U.S. officials announced that hackers had been systematically 
breaking into government computers for over a year, stealing sensitive 
information. The FBI’s investigation, code-named Moonlight Maze, traced 
the origin of the attacks to Russia. Ultimately, they found breaches into 
government, military and university systems in several countries. The hackers 
were able to get their hands on much valuable information before discovery.

2004 Sven Jaschan
In 2004 — on his 18th birthday — Sven Jaschan set loose a virus with 
global impact. Jaschan admitted to authoring the Netsky and Sasser 
worms that caused an estimated $500 million in damages, although 
experts believe there could be damage that remains unknown. 
Jaschan made it just under the wire to be tried as a 
minor and, after a short stint of probation and community 
service, he put away his black hat and was hired as a 
security consultant.

By Brennan Meagher

According to a study by the United Nations Office on Drugs and 
Crime, approximately 300,000 children in the United States become 
victims of sex trafficking each year, and Georgia is far from immune.

The illegal sex economy in Atlanta alone was valued at $290 
million in 2007, up $52 million from just four years earlier, 
according to a 2014 report from The Urban Institute. That makes 
Atlanta’s sex economy the largest in the United States.

A big contributor to the increase? Technology. And that is where 
the Georgia Bureau of Investigation (GBI) comes in.

The GBI’s “Crimes against Children” unit is comprised of digital 
forensic investigators devoted to working child pornography 
and child sex trafficking cases. These investigators are experts 
in cybercrime and are trained to extract digital evidence from 
computers, cellphones and other electronic devices. 

When Gov. Nathan Deal announced the establishment of the Hull 
McKnight Georgia Cyber Center, a cybersecurity facility where 
public and private organizations will partner to meet the workforce 
demands of the growing cybersecurity industry, he detailed a plan to 
incorporate the GBI into the center.

“We will have a GBI cybercrime lab in the center, and the 
governor has included funding for nine staff,” said GBI Director 
Vernon Keenan. “The center is built for 25 to 30 employees, so at 
some point we’ll increase GBI presence.”

He says this move to the Georgia Cyber Center will not only 
double the GBI’s capacity to handle criminal investigations, it will 
also increase its ability to train others.

For 15 years, the GBI has offered law enforcement fellowships, 
widening the net, so to speak, by training investigators from over 
220 law enforcement agencies in the state of Georgia to protect 
children from online predators.

Officers participating in the fellowship program work directly 
with the GBI on child pornography cases and receive training on 
best practices for conducting these cases. When they return to 
their agencies, they have the capacity to conduct training in their 
communities, widening the net even more. 

Keenan and his team also plan to continue offering an internship 
program for students in the University System of Georgia. Offered 
since 1972, the internship will give interns the opportunity to 
spend a semester working with GBI investigators in the Georgia 
Cyber Center, getting hands-on experience with digital forensic 
investigators in real-world scenarios.

“The internship program for university students allows them 
to have real-life experience working criminal investigations 
and cyber crime investigations,” Keenan said. “The students are 
working side-by-side with criminal investigators. It’ll be a unique 
opportunity because it’ll be a specialty field within general criminal 
investigations.”

Dr. Kim Davies, chair of the Department of Social Sciences 

PROTECTING OUR CHILDREN
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2010 The Stuxnet Infection
In 2010, Iran’s nuclear facility was infected by a 
digital weapon called Stuxnet, a malicious worm 
believed to have been created by Israel and the 
United States. This worm destroyed Tehran’s 1,000 
nuclear centrifuges and infected over 60,000 
computers outside of the targeted facility. The 
Stuxnet attack set back Iran’s atomic program’s 
progress by years.

2011 Epsilon
In 2011, Epsilon was a giant in marketing. With clients including Best 
Buy and JPMorgan Chase & Co., Epsilon was handling more than 40 
billion emails annually and providing services for over 2,200 global 
brands. That same year, in a devastating hack, Epsilon was the target 
of criminals who obtained email addresses and caused anywhere 
from $225 million to $4 billion in damages. The hackers used the 
stolen email addresses for criminal activities, and the full amount 
of damage is unknown. 

2010 Albert Gonzales
Known as a cybercrime mastermind, Albert Gonzalez was arrested in 2010 and is not expected to 
get out of prison until 2025. Over several years, Gonzalez stole over 180 million credit card users’ 
information from places including TJ Maxx, Dave & Busters, Target, Barnes & Noble, OfficeMax 
and more. Ironically, he stole most of this information while working with the Secret Service, 
informing on other credit card thieves after an earlier arrest for the same crime. 

at Augusta University, which houses its 
Criminal Justice program, welcomes the 
internship opportunities for students — and 
their new proximity in Augusta.

“This program will offer our students a 
chance to receive hands-on experience in 
law enforcement investigations while also 
providing the opportunity for them to make 
a real difference,” she said.

Keenan is excited about the new 
opportunities the GBI will have as a resident 
in the Georgia Cyber Center and believes 
the GBI will have increased capacity to 
make a dent in sex trafficking and other 
crimes against children.

“We think that this will be an extremely 
valuable project for our agencies, the State 
of Georgia and local communities,” he said. 
“This is an opportunity for us to have a 
direct partnership with private industry 
and with federal partners in the Georgia 
Cyber Center.” 
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By Danielle Harris

The  lure of outthinking hackers is what drew 
teenagers Jeneyia Bido and James Russell onto 
the cyber battlefield, and thanks to expanding 
cyber education opportunities in the area, these 
code war soldiers are among Augusta’s growing 
population of future cyber professionals. 

Bido and Russell are both juniors on the 
cybersecurity career pathway at Richmond 
County Technical Career Magnet School 
(RCTCM), and they attribute their passion for 
cybersecurity to their families and the cyber 
education opportunities being offered at their 
school and in the city. 

hackers, and I’m excited to see how Augusta 
is becoming a hub for cyber startups and 
research.”

School officials around the region are 
working closely with area business, education 
and government stakeholders to offer 
computer science and science, technology, 
engineering, art and mathematics (STEAM) 
education endorsements to teachers and 
to revamp instruction and hands-on cyber 
opportunities for K-12 students.

In 2017, 81 teams of Augusta-area high 
school students participated in the Cyber 
Patriot program, an annual national cyber 

FROM KID TO CODE WARRIOR
Local cyber education explodes
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Dean Joanne Sexton and President Brooks A. Keel

defense competition. Cybersecurity experts at 
Fort Gordon “Adopt a High School” to provide 
coaching and assistance to these local students. 

“The world of cyber is ever-changing, and 
our city’s cyber efforts provide us with new 
opportunities to expand our educational 
horizons on how we teach and prepare our 
students for working in the digital era,” said 
Dr. Angela Pringle, superintendent of the 
Richmond County School System.

“Cybersecurity is a part of our daily lives, 
which is why I’m grateful for initiatives we’re 
putting in place to ensure our students have the 
skills for these positions before they graduate 

Augusta University’s Cyber Institute hosts K-12 outreach programs, 
including NSA-sponsored GenCyber Camps.

“I knew since the eighth grade that 
I wanted to work in cybersecurity, 
especially after learning about my 
uncle’s cybersecurity duties in the 
military,” said Bido. “Now that 
we have more cyber education 
opportunities in school, I’m excited 
to see what the future holds for 
Augusta.” 

Russell shared similar sentiments.
“My father’s work in cybersecurity 

has set my eyes on launching a 
business to help multi-million-
dollar companies counteract cyber 
assaults,” said Russell. “I am grateful 
to have opportunities in high school 
to begin learning about the tactics of 

from high school,” added Dr. Sandra 
Carraway, superintendent of the 
Columbia County School District. 

Both school districts are now 
offering experiential learning, 
including a coding class, robotics, 
and programs focused on science, 
technology, engineering and 
mathematics (STEM). 

Augusta University, recognized by 
the National Security Agency (NSA)
and the Department of Homeland 
Security as a Center of Academic 
Excellence in Cyber Defense, has 
expanded its cyber curriculum, 
created a master’s degree in 
information security management, 
and launched the School of 
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Augusta is 
experiencing a 

cyber tsunami, and 
that is energizing 
cyber education 

opportunities from  
K through grad 

school. We’re thrilled 
Augusta University is 

such a big part of that.
— Brooks A. Keel, PhD

President of Augusta University

Computer and Cyber Sciences (CCS), in which 
more than 400 students enrolled during its 
first year. 

The university’s Cyber Institute sponsors 
K-12 outreach programs to stimulate younger 
students’ interest in cyber and to bridge the 
technology gender gap, including NSA-
sponsored GenCyber Camps and the Girls 
Who Code club. 

In addition, the Cyber Institute provides 
more than 300 cybersecurity pathway high 
school students remote access to its cyber 
range, which provides the development of 
critical hands-on cybersecurity skills necessary 
for success in cyber professions. This initiative 
has been so successful that AU recently released 
a call for proposal to all public school districts 
in the Central Savannah River Area offering 
the same opportunity for remote access to its 
cyber range to their high school students for the 
2018-19 school year.

Joanne Sexton, CCS founding dean and 
director of Augusta University’s Cyber Institute, 
says this explosive growth of cyber education 
opportunities will help create the next 
generation of cyber professionals — right here 
in Augusta.

“Our nation needs well-trained cybersecurity 
professionals in both the private and public 
sectors, and this facility is allowing Augusta to 
help meet this growing demand for developing 
qualified talent,” said Sexton.

Shannon Morris

As an art curator and the director of Augusta University’s Mary S. Byrd 
Gallery of Art, Shannon Morris would probably be the last person 
you’d suspect of being immersed in a secret mission involving the 
Hull McKnight Georgia Cyber Center, yet she’s been operating in the 
shadows since October.

Quietly, covertly, Morris has been acquiring art for the new facility, 
even while the building itself was little more than a construction zone.

Thanks to the vision of the Georgia Technology Authority, which 
operates the building, Morris has assembled 89 works of art from 25 
Georgia artists, including 11 from the Augusta area and several from a 
handful of University System of Georgia institutions. Built around the 
theme of “Connectivity,” the curated collection will spread across four 
floors, each with its own theme.

“We really feel like this museum-worthy collection is going to have 
a positive impact on the community as well as the state of Georgia,” 
Morris said. “I look forward to whatever lies ahead for the collection and 
to working with it interpretively.”

KEEPING IT UNDER WRAPS
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 CYBER TSUNAMIWARNING FOR AUGUSTA 
BY ARTHUR TAKAHASHI

It started with an abnormal beacon 

coming from the depths of classified 

U.S. military networks.
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Talks then began in Washington about 
creating U.S. Army Cyber Command, 
a unified cyber force for the Army that 
would work under the umbrella of U.S. 
Cyber Command.

When Saxby Chambliss, then a U.S. 
senator from Georgia, heard the rumors, 
he saw an opportunity for his home state 
to ride the cybersecurity wave that was 
already flooding Capitol Hill.

“As a member of the House, a member 
of the Senate, it’s part of your job to try to 
secure missions for military installations 
in the area that you represent,” he said.

From the very beginning, when U.S. 
Army Cyber Command began operating 
in 2010 from separate buildings in Fort 
Meade, Maryland, and Fort Belvoir, 
Virginia, Chambliss fought in Washington 
to bring the mission to Georgia.

To him, Augusta’s Fort Gordon was the 
logical place for a permanent headquarters 
for the Army’s cyber command.

First, the NSA had expanded its 
operations at the fort in 2007 and 2008, 
creating a better opportunity for the 
agency and the cyber command to 
collaborate and share intelligence. Second, 
the command would also have the ability 
to physically expand at Fort Gordon due 
to land availability and low cost. Third, 
the fort was home to the U.S. Army 
Signal Corps, the center of the army’s 
communications and information systems.

“When you look at the combination of 
all of those three [factors], it just made 
a lot of sense in my mind for the Army 
Cyber Command to be located at Fort 
Gordon,” Chambliss said.

The U.S. Army secretary agreed with 
Chambliss, and in December 2013, it 
announced its cyber command would 
move its headquarters to Fort Gordon.

Now, it was official: The cyber tsunami 
was coming to Augusta.

of the world, making its way into classified 
U.S. military networks, including the 
Pentagon’s, and reportedly the networks 
of another NATO government as well.

The spyware was the work of an 
unknown foreign enemy that was trying 
to steal classified information from the 
U.S. military.

Heslen only learned the details of the 
problem two years later, when he read 
a Foreign Affairs article that declassified 
information on the cyberattack.

The author, Deputy Secretary of 
Defense William J. Lynn III, called Agent.
btz “the most significant breach of U.S. 
military computers ever.”

Heslen connected the dots and realized 
that this cyberattack was a game-changer.

“As far as I know, it was the most 
sophisticated attack against U.S. military 
systems to date,” said Heslen, who worked 
for U.S. intelligence for more than 20 
years. “This was the first time I heard 
of somebody using thumb drives as a 
vector for malware. Our adversaries were 
executing what we now call HUMINT, 
or human-intelligence-enabled cyber 
operation. It seemed to me we were 
entering a brave new world ... a new age of 
cyberwarfare.”

This breach led to a first wave of 
measures to defend U.S. systems, 
including a military ban on thumb 
drives and a 14-month operation named 
Buckshot Yankee to clean up U.S. military 
networks.

The attack also led to a second wave, 
which would eventually hit Augusta.

THE BIG WAVE
Protecting classified networks from 

foreign enemies would take much more 
than banning the use of thumb drives. A 
better coordination of the nation’s cyber 
defense was required, and that meant big 
changes.

In the summer of 2009, Defense 
Secretary Robert Gates authorized the 
creation of U.S. Cyber Command and put 
Lt. Gen. Keith Alexander, then director of 
the National Security Agency, in charge.

EVERY TSUNAMI starts 
with a powerful force 
violently shaking its 
surroundings and rippling 
through what used to be 
calm waters.

Once it hits land, it changes virtually 
everything.

The cyber tsunami now hitting Augusta, 
Georgia, is no different. The underground 
force that led to it was first detected in the 
summer of 2008.

It started with an abnormal beacon 
coming from the depths of classified 
U.S. military networks. Alarmed, U.S. 
intelligence agents worked fast to identify 
the software that was generating the 
signal. They concluded that spyware, 
later named Agent.btz, was trying to 
communicate with an external computer 
— something that should never happen 
within isolated military networks carrying 
top-secret information.

Almost immediately, intelligence 
officers knew they had a problem. They 
just didn’t know its magnitude.

“I don’t think people realized how 
serious it was at that time,” said Augusta 
native Dr. Jay Heslen, a former U.S. Air 
Force intelligence officer. 

Heslen knew little about the attack at 
first, even though, as he would later learn, 
he was at the epicenter of it all.

That summer, he was working for a 
Defense Intelligence Agency unit in the 
Middle East, where Agent.btz first hit U.S. 
military networks. The attack began with 
an infected thumb drive that was inserted 
into a computer at a U.S. military base in 
the region.

“We passed thumb drives around 
like candy,” Heslen said. “Not a lot of 
people thought about thumb drives as a 
vulnerability.”

Like a tsunami rushing away from its 
point of origin, Agent.btz spread from that 
military base in the Middle East to the rest 
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PREPARING FOR THE WAVE
Though signals preceding the wave 

were not as general as those triggered by 
a real tsunami, local governments and key 
community members began to prepare.

An ongoing element of this preparation 
has been the Alliance for Fort Gordon, 
a nonprofit created in 2003 to save Fort 
Gordon from closing during the 2005 
Base Realignment and Closure (BRAC), 
a government process that cuts costs and 
increases efficiency in the military through 
measures such as base closures.

Now, as a liaison between Fort Gordon 
and the greater community, it plays a 
major role in preparing for cyber growth.

Since the announcement of the U.S. 
Army Cyber Command’s move to Augusta, 
Fort Gordon has received about $2 billion 
in infrastructure investment, with another 
$2 billion projected through 2028, said 
Dr. Tom Clark, the alliance’s executive 
director, who was the Army’s Signal 
Regimental Command sergeant major at 
the fort when he retired in 2011. A total 
of $900 million will go toward building a 
world-class cyber campus on base.

“So, all those 1965 buildings that are on 
Fort Gordon now — some will remain and 
get retrofitted, but you will have a brand-
new facility there,” Clark said.

Besides this federal investment in 
cyber infrastructure through the military, 
Augusta has received heavy support from 
the state of Georgia.

In 2017, Gov. Nathan Deal announced 
the state would invest $100 million in a 
new cyber facility in downtown Augusta 
— Georgia’s largest investment of this 
kind to date. The new facility, named the 
Hull McKnight Georgia Cyber Center, 
will have two buildings that total 332,000 
square feet.

The center will house an incubator, 

classrooms and a cyber range. It will 
serve as a place for fostering innovation, 
training the cyber workforce and 
supporting law enforcement and the 
military.

“Hackers do not attack along the same 
vein every single time,” said Stanton 
Gatewood, the state’s chief information 
security officer. “The cyber range and the 
infrastructure we are building in Augusta 
will allow us to be that versatile and that 
mobile. And as these attacks and threats 
grow, we must grow.” 

To support all this investment from the 
federal and state governments, the City 
of Augusta has authorized $12 million to 
build a parking deck for the Georgia Cyber 
Center. The city also has a development 
plan for downtown Augusta to attract 
businesses and commerce to the area, 
Gatewood said.

Infrastructure alone, however, could 
not guarantee success. Augusta would also 
need a well-trained cyber workforce to 
survive the tsunami.

“Despite Army Cyber Command’s high-
tech profile, people are at the core of what 
we do,” said Charlie Stadtlander, chief of 
public affairs for the U.S. Army Cyber 
Command. “We’re going to be looking for 
talented professionals to join our team.”

In order to provide this pool of talented 
cyber workers, community partners and 
all levels of government have invested in 
educational initiatives.

The Alliance for Fort Gordon, for 
example, has focused on promoting 
cyber curricula in local high schools and 
creating after-school programs to teach 
students cybersecurity, Clark said. One 
such program is Cyber Patriot, which 
divides students into teams like after-
school sports programs. In 2016, the 
Augusta area had only eight cybersecurity 
teams. That number increased to 81 in 
2017.

Support from Fort Gordon was also 
crucial in making initiatives like this one 
succeed. Fort Gordon has a program 
called “Adopt a High School,” which 
assigns a brigade-sized unit to a high 
school in the area. When schools need 
support from Fort Gordon, they can call 
their unit on post to get help.

“It’s an amazing partnership,” Clark said.
Georgia elected officials have also been 

supportive of educational efforts.
“Augusta will act as the hub of cyber 

innovation — bringing together state, 
local and federal officials, academia, and 
businesses in the community to work 
towards the same mission,” said U.S Rep. 
Rick Allen. “As a member of the House 
Education and Workforce Committee, I 
am focused on ensuring that we have a 
skilled workforce who can immediately 
step into the jobs created by the expanding 
cyber opportunities in Augusta. It is 
crucial that we have top-notch career 
training programs, like those at Augusta 
University, to ensure that we have workers 
ready to fill the jobs in the area.”

Augusta University has expanded its 
cyber curriculum, created a master’s 
degree in information security 
management and founded the School of 
Computer and Cyber Sciences in order to 
better serve its students.

“The fight in cyberspace requires a team 
approach from the government, corporate 
sector and academia. Augusta University 
and its Center of Academic Excellence-
accredited cybersecurity program is a 
great ally in this collaborative effort,” said 
Adm. Michael S. Rogers, former director 
of the NSA and the U.S. Cyber Command. 
“Institutions like these are leading the way 
in developing new cyber warriors who are 
ready to enter the workforce. The need for 
cybersecurity is growing exponentially in 
so many industries. Augusta University is 
helping to meet that demand.” 

The university’s Cyber Institute has 
also been a force in building the K-12 
pipeline through outreach programs, such 
as the Girls Who Code club, which tries to 
bridge the gender gap in technology, and 
the NSA-sponsored GenCyber Camps, 
which get young students started in the 
cyber field.

Since 2014, Augusta University has 
worked to bring the public, private 
and nonprofit sectors together to share 
knowledge during its Cyber Georgia 
education summit. Past speakers include 
former CIA Director John Brennan and 
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District can deliver whatever kind of 
lifestyle an employee is looking for.”

With this new branding, Unisys wants 
to show other companies there is great 
benefit to moving to the region.

 “We hoped when we came down that 
others would follow,” he said. “And, in 
fact, two years later, others have followed. 
There are lots of companies moving down 
here and we expect a lot more in the 
coming years.”

The partnerships and the widespread 
integration of cyber into the Augusta 
community are all crucial elements that 
will help the region generate cutting-
edge cyber innovations and become an 
epicenter of the country’s cyber growth.

“Our ability to make gains in cyber is in 
no small part driven by the partnerships 
we are able to make. It is a team sport 
that needs to include the public and 
private sectors,” Rogers said. “We need the 
diversity of thought and the innovations 
of technology to build and invest in a 
nimble cyber workforce in order to meet 
the ever-changing cyberthreats.”

Cyber innovation and growth, in turn, 
will play a vital role in keeping the nation 
safe from cyber threats like Agent.btz — 
the attack that started it all.

Heslen, who witnessed that attack 
firsthand and is now watching the 
effects of the tsunami it created hit his 
hometown, knows better than most people 
the importance of all the cybersecurity 
investment in the Augusta area.

“If people don’t get conscious about 
cybersecurity, they’re going to be eaten 
alive. We live in a digital world now, and 
threats are pervasive,” said Heslen, who is 
now an assistant professor of intelligence 
and security studies at Augusta University. 
“The importance of cyber and signal’s 
intelligence to the military for winning 
wars … will only grow, and Augusta 
will play an incredibly important role in 
helping to secure the nation’s networks in 
the future.”

“Augusta was considered the dark horse, 
but no other horse is going to get fed like 
we are,” Clark said.

GIVING GOLF A RUN FOR ITS MONEY
The first time Tom Patterson, chief trust 

officer for Unisys, a global information 
technology provider, gave an interview to 
a reporter in Augusta, he said cyber was 
going to give golf a run for its money.

The reporter laughed.
Patterson was serious.
“I close every speech with that and ask 

how we are doing now,” Patterson said. 
“The Masters is the Masters; we love 
that. But in terms of the impact to this 
community at large, cyber is giving golf 
a run for its money already, and it’s only 
going to get better.”

Patterson said the 2014 decision 
to bring his company to Augusta was 
intentional.

“We saw the coming cyber wave, and 
we saw the business advantages to being 
at the front of that wave in Augusta,” 
Patterson said. “We were the first big 
company to decide consciously to move 
here because of cyber. We are not the last. 
We don’t expect to be the only.”

Part of that decision to move to Augusta 
hinged on what the area has to offer.

“Our associates look for good quality 
of life and low cost of living,” Patterson 
said. “They want that work-life-learn-play 
combination. If they want a big house in 
the suburbs and a good school system, 
or they want a cool loft downtown and a 
walk to the bars, Augusta has it all.”

As a community partner, Unisys helped 
the Alliance for Fort Gordon create an 
initiative to brand the area as the Fort 
Gordon Cyber District, a two-state, 
seven-county region that has everything 
employees and their families need.

“Whatever you are looking for, we’ve 
got it here,” Patterson said. “The Cyber 

former NSA Deputy Director Richard 
Ledgett.

The investment in cyber education 
hasn’t come just from Augusta. Other 
University System of Georgia institutions 
are also preparing the workforce and 
conducting research in the field. In 
fact, six Georgia universities, including 
Augusta University, have been recognized 
by the NSA and the Department of 
Homeland Security as a National Center 
of Academic Excellence. 

While Georgia universities have focused 
on education, the state of Georgia has 
focused on midterm and short-term 
training, Gatewood said. To that end, the 
state created the Georgia Cybersecurity 
Workforce Academy, which taught 11 
courses to 47 information security officers 
in 2017.

The state will increase the number of 
courses to 22 in 2018 and will expand 
training to analysts, disaster recovery 
planners, incident responders and 
policymakers. Classes are conducted 
online but will soon be offered in the 
Georgia Cyber Center. The center’s cyber 
range will play a crucial role in training 
this workforce.

“When I was in the military, we learned 
in the classroom how to take apart our 
guns and everything about our weapons 
and things like that, but you really hone 
your skills when you go to the firing 
range,” Gatewood said. “Cyber ranges 
are so flexible and extensible in that you 
can literally create an individual’s entire 
network within the cyber range. Having 
the cyber range allows us to continually 
hone the skills of cybersecurity 
professionals.”

With all the infrastructure and cyber 
workforce investment pouring into the 
Augusta area, Clark believes the region 
will be “the place to be” for cybersecurity 
around the globe. He’s not the only one: A 
2017 Fortune magazine story lists Augusta 
as one of the seven cities that could become 
the world’s cyber capital (see p. 31).
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  HACKERS CAN 
LEAVE HOSPITALS IN  

CRITICAL CONDITION
BY DANIELLE HARRIS
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Nefarious hackers infiltrating a pacemaker sounds like a plot right out of a 
sci-fi thriller, but it’s become an all-too-possible scenario. And cyber infiltration 
of hospital system information is beyond possible — such breaches have become 
almost common. 

Since 2009, more than 155 million Americans have had their medical 
information exposed without their permission, according to a recent report 
from the nonprofit public policy organization Brookings Institution. 

Cybersecurity experts are also noticing a growing trend of ransomware 
attacks and hacked medical devices, which makes it clear that medical centers 
have become prime targets for cybercriminals. 

How did this happen? Experts say it is partly because health care has been 
slow to institute security measures typically seen in other industries.

Dr. Eugene Vasserman, Director of Kansas State University’s Center for 
Information and Systems Assurance and associate professor and Keystone 
Research Scholar in the university’s Department of Computer Science, says 
health care systems may be subject to infiltration if their computers are running 
on old, unsupported systems designed to be safe but containing vulnerable 
software. 

“Several of the devices used in health care settings are engineered to be safe, 
but not secure, making patients and health workers more vulnerable to attack,” 
said Vasserman. “We often confuse safety with security, but they are different, 
since we not only want to ensure the safety of the software, but also security 
from potential attacks, since a successful attack can rewrite the software, 
making it unsafe.”

YOUR PERSONAL HEALTH INFORMATION IS WORTH THOUSANDS
Like pirates in search of gold, hackers are stepping up their tactics and finding 

new ways to collect personal identification. 
Credit card and bank information is stolen daily to be sold online. However, 

breaching the health care industry is like 
hitting the jackpot, since health records 
contain valuable information, including 
Social Security numbers, home addresses and 
patient health histories.

Dr. Michael Nowatkowski, associate 
professor of Information Security at Augusta 
University, says the black market pays big 
bucks for sensitive medical information, 
which is a prime reason cybercriminals are 
willing to put in the effort to break in.

“Fraudulent activity with credit cards can 
be picked up fairly quickly, but it can be years 
before a medical fraud scheme is detected,” 
said Nowatkowski. 

Hackers are clever in their methods of 
stealing protected health information and use 
tools such as phishing and spoofing to trick 
the health care provider into believing their 
access is legitimate. 

As patients become more involved in 
their health care management, another cyber threat can be linked to hospitals 
setting up web portals for patients to quickly access their data online. Augusta 
University Health’s Chief Information Security Officer Walter Ray says many of 
these sites are only as secure as the passwords being used to access them. Some 
patients are not aware of the risks associated with mishandling their passwords 
to these sites. 

TO PROTECT, think like an adversary.
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“Patient health information is so personal. A disclosure of a 
person’s medical history can feel like an assault on one’s sense of 
control,” said Ray. “Issues like mental illness, substance abuse and 
sexually transmitted infections are examples of very sensitive topics 
that can be contained in a person’s medical records.

“Patients have the right to keep their records private. However, 
with our highly interconnected world there are many entry 
points to access medical records for would-be hackers, making it 
difficult for organizations to close all of the holes.” Ray continued. 
“Hackers are constantly seeking ways of monetizing their skills and 
abilities. Extortion and ransom are two methods they have used. 
Ransomware could impact a hospital’s ability to operate efficiently 
or, even worse, directly impact a patient’s health.”

While researchers work to develop more global and preemptive 
solutions, Ray says hospital security professionals are conducting 
cyber ground combat every day. 

“Medical centers have to be proactive in reviewing their computer 
systems as they search for vulnerabilities that could impact patient 
care or privacy,” said Ray. “Hospitals should move away from 
using legacy technology, invest in backup software, train their IT 
professionals in cybersecurity best practices, and invest in improved 
security technologies.” 

PAY UP OR ELSE
Last year, a global attack by ransomware WannaCry paralyzed 

65 hospitals in the United Kingdom and affected computer-based 
equipment, such as MRI scanners. Cybersecurity experts also 
uncovered ransomware known as Petya, which affected hospital 
computers around the world, including the United States. 

Smaller attacks can be quickly lucrative to the perpetrators. In 
January, IT systems at Hancock Health, based in Greenfield, Indiana, 
were attacked, impeding hospital operations. Within two days, the 
hospital paid $55,000 in bitcoins to avoid having its files permanently 
encrypted and inaccessible and to ensure no risk to patient safety.

These health organizations fell prey to ransomware, a type of 
malware that prevents or limits users from accessing their system 
unless a ransom is paid. Hackers typically view medical centers as 
the perfect target since they house up-to-date information on health 
records, and patient care is driven by quick access to drug histories 
and other directives. Hospitals can become victims of these schemes 
in various ways, such as clicking a malicious link in an email or by 

malware delivered through a web browser. 
Ransomware attacks are usually random, 

and cybercriminals use them because the 
strategy works. In 2014, Dell reviewed 
data from the ransomware CryptoWall and 
discovered it had collected over $1 million 
in six months. 

“Ransomware attacks work and put 
important devices out of commission,” 
Vasserman said. “The cost of the attack 
doesn’t compare to the feeling of putting 
your patients at risk, which is why 
ransomware is so frustrating for the 
organization and victims.”

As ransomware attacks against health care 
organizations increase, experts encourage 
hospitals to invest in qualified cybersecurity 
personnel and to counteract these attacks 
using security measures such as backup 
systems.

THE ATTACK ON MEDICAL DEVICES
The thought of someone hacking into a 

medical device implanted into your body is 
scary. Unfortunately, these cases are on the 
rise and forcing medical device companies 
to review their products.

St. Jude Medical and parent company 
Abbott Laboratories faced lawsuits due to 
vulnerabilities in some of the company’s 
defibrillators, and the Industrial Control 
Systems Cyber Emergency Response Team 
(ICS-CERT), part of the U.S. Department 

of Homeland Security, last year issued warnings about cybersecurity 
vulnerabilities in syringe infusion pumps manufactured by Smiths 
Medical. 
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“Successful exploitation of these 
vulnerabilities may allow a remote attacker 
to gain unauthorized access and impact the 
intended operation of the pump,” the 2017 ICS-
CERT report stated. “Despite the segmented 
design, it may be possible for an attacker to 
compromise the communications module and 
the therapeutic module of the pump.”

Unfortunately, these vulnerabilities in medical 
devices are becoming more of a concern for 
health centers across the nation as many are 
dealing with breaches in wireless health care 
equipment. 

“If you want to outsmart attackers, you have 
to think like an adversary,” said Vasserman. 
“It’s not enough just to protect medical devices 
from environmental risks; they also need to be 
secured by thinking how cybercriminals may use 
the systems to cause harm.”

Billy Rios, a world-renowned cybersecurity 
expert and founder of cybersecurity consulting 
firm WhiteScope, knows a thing or two about 
thinking like an adversary. A highly acclaimed 
white hat hacker, Rios is hired by companies to 
expose vulnerabilities in their computer systems. 

Rios has worked with numerous 
organizations, including the Pentagon, Google 
and Microsoft, and in 2013 he linked up with a 
team of researchers to review vulnerabilities in 
300 medical devices ranging from ultrasound 
equipment to defibrillators. 

His team discovered numerous defenseless 
areas in several medical devices, and Rios’ data 
helped spark an industry-wide conversation on 
stricter cybersecurity regulations for medical 
device suppliers.  

Subsequently, the Food and Drug 
Administration published guidelines to ensure 
health device companies consider cybersecurity 
in the design and development of their devices.

Rios applauds the FDA as well as health care 
organizations investing in security precautions 
to ensure their work and partnerships 
with medical device suppliers comply with 
cybersecurity standards.

“Medical devices are intimate instruments that 
patients depend on to live, which is the reason 
why companies have to fix vulnerabilities or 
there could be fatal consequences,” said Rios. 
“Although we still have a long way to go with 
phasing out legacy technology, I’m optimistic 
about the future as I see more medical centers 
and health organizations being open about 
vulnerabilities and doing what is necessary to 
correct the problem.” 

THERE IS A SILVER LINING
Cybersecurity is not just an IT problem, but it is a part of the 

health care provided to patients. 
From ransomware attacks to hacked medical devices, 

cybercriminals have proven there’s a crack in the health care 
industry’s tech infrastructure. 

As vulnerabilities are discovered in software, Ray recommends 
hospitals patch affected systems as soon as possible and validate 
that the patches are actually installed and effective. He also advises 
getting staff engaged and involved and more aware of their role 
in defending against cybersecurity attacks. He also recommends 
medical centers build their cybersecurity framework using the 
National Institute Standards and Technology (NIST) Cyber Security 
Framework. 

“Hospitals must ensure they are backing up their systems and that 
they can actually restore their backups when they need them. It is 
also important to have a contingency plan in case your organization 
must sustain a downtime of critical systems,” said Ray.

When it comes to protecting patients and medical devices, health 
care centers must not give hackers a foothold or they will take 
advantage of the doors of opportunity. Additionally, device security 
must be incorporated in the design of the product, including in the 
early planning stages. 

There is reason for optimism. Hospitals are learning from past 
attacks and are taking the necessary precautions to protect their 
systems. The FDA is working to ensure devices meet cybersecurity 
standards developed by the NIST. Georgia Gov. Nathan Deal’s 
nearly $100 million investment in the Hull McKnight Georgia 
Cyber Center in Augusta is evidence of the seriousness with which 
farsighted leaders are taking cybersecurity threats. 
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GEORGIA RESEARCHERS
The Peach State’s 
multidisciplinary 
cyber research 
seeks to keep 
citizens safe 
online

From the banks of the Savannah 
River to the busy streets of 
Atlanta, cybersecurity research 
has become one of Georgia’s top  
priorities. As the wider world 
becomes more interconnected, 
and more and more devices 
bridge the gap between humans 
and technology, it may be up 
to the Peach State to start the 
trends that carry the United 
States into the next leg of the 
Information Age “arms race.”

BY BRENNAN MEAGHER

CROSS-BORDER DATA REQUESTS 
At first glance, “cybersecurity researcher” and “lawyer” may not seem like the 

most compatible job titles, but that’s never held Peter Swire back.
For almost 20 years, Swire, the Holder Chair of Law and Ethics in the Scheller 

College of Business at Georgia Institute of Technology, has been a fixture in the 
cybersecurity field.

Now the associate director for policy in the Institute for Information Security 
and Privacy at Georgia Tech, Swire previously served as President Bill Clinton’s 
chief counselor for privacy, making him the first person to have U.S. government-
wide responsibility for privacy policy. Swire was also a member of President 
Barack Obama’s review group on intelligence and communications technology and 
served as the special assistant to Obama for economic policy. He was also one of 
the first law professors to teach courses about the law of cybersecurity.
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For several years, Swire and his research 
team have partnered with the Hewlett 
Foundation to examine cross-border 
requests for data. Previously, criminal 
evidence was collected locally, but that 
has changed with the advancement of 
technology.

Now, important evidence is often stored in 
the cloud, sometimes in different countries. 
To land convictions, investigators need 
access to emails, social media networks and 
other cloud-based data. Law enforcement 
can request access to this information 
through a mutual legal assistance treaty, 
but the process is slow. This presents law 
enforcement with a challenge. How can 
they get evidence needed for criminal 
investigations in a timely manner?

Enter Swire’s research on cross-border 
data requests, a project that grew out of 
Swire’s work on Obama’s review group.

“During that project, we recognized 
the growing importance of mutual legal 
assistance,” he said. “If we don’t solve the 
problem, then other countries will be 
tempted to require data to be stored locally. 
This research is trying to find a way to meet 
law enforcement goals, protect the global 
internet, and protect people’s privacy and 
civil liberties.”

In early 2015, Swire’s team proposed a 
solution inspired by the visa waiver program. 
The United States currently has agreements 
with almost 40 countries that allow citizens 
of both countries to travel without a special 
visa, and all these countries have agreed on a 
set of strong rules for the visa program.

“We proposed creating a similar set of 
strong rules for law enforcement requests,” 
Swire said.

In March, Congress passed the new 
Clarifying Lawful Overseas Uses of Data 
(CLOUD) Act. The new law adopts the 
approach first proposed by Swire and his 
team, showing the impact that academic 
research can have on real-world solutions in 
cybersecurity.

IN SEARCH OF MALWARE DEFENSE SOLUTIONS
Dr. Roberto Perdisci, associate professor in the Department of Computer Science 

and a founding member of the Institute for Cybersecurity and Privacy at the 
University of Georgia, has seen his research move from concept to practical use.

Perdisci is interested in understanding how malware is distributed and in creating 
innovative malware defense solutions.

One of his research projects, initially funded by the National Science Foundation, 
examined network traffic. Perdisci designed a system that observed web traffic 
crossing a network. When the system found signs of software downloads, it 
reconstructed critical information regarding how the software was being downloaded 
and where. Then, the system classified these events as malicious or benign.

“Originally, this project was pure research, but it became successful in the sense that 
we wrote a paper about the system we invented, developed a prototype, deployed it 
and evaluated it with the Office of Information Security at UGA,” Perdisci explained. 
“The program was actually quite useful to them.”

After seeing a demonstration of the program, the NSF program manager referred 
Perdisci and his team to the Department of Homeland Security and the “Transitions 
to Practice” program, an initiative that funds projects created in labs with the goal of 
building a solid, reliable version of the prototype.

With the help of DHS, Perdisci was able to deploy a better version of his software 
across the UGA campus. The project is now in use by UGA, Georgia Tech and the 
University of Alabama at Birmingham.

“You don’t see this every day,” Perdisci said. “Many things we do as academics are 
closer to fundamental research. It was good to see the evolution of this project from 
an academic research paper to a system that multiple universities are using.”
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CYBERSECURITY FOR U.S. CITIES
    Dr. William Hatcher, director of the Master of Public Administration program at Augusta 

University, also seeks to build solutions that will help the average citizen.
Last year, Hatcher and his colleagues conducted a cyber workforce study to measure the 

economic effect of cyber in Augusta (see p. 30). Hatcher’s current research project focuses on 
helping local governments secure their citizens’ data.

Hatcher explains that citizens frequently say that they’re hesitant to give the government 
personal information because of privacy concerns. The result is that citizens are less likely 
to participate in government, from simple services like online bill paying to interacting with 
elected officials online. 

“You install an alarm system in your house because you want to keep your possessions 
secure, but data is a possession,” Hatcher said. “Your medical records and banking information 
are all possessions. People want to keep that information secure. They want reassurance that 
the data they’re giving private companies and the public sector are secure.”

Unfortunately, this fear is not unfounded. From the perspective of local governments and 
nonprofit organizations, the data collected from citizens needs to be protected. Oftentimes, 
however, these organizations do not have the needed expertise in information technology.

That’s where Hatcher’s research comes in.
Hatcher and his research team are conducting a survey of cybersecurity plans in U.S. cities, 

about which little is known. 
The project targets cities with 10,000 to 15,000 citizens. Generally, large and medium-sized 

cities have the expertise to keep their data secure, but smaller cities often don’t.
Survey questions include whether or not a formalized cybersecurity plan exists for their 

city and what types of cybersecurity policies are being implemented.
“We’re interested in knowing broadly what cities are doing in their cyber policies and 

seeing what the smaller cities are doing,” Hatcher said.
Survey results will be used to help improve cybersecurity policies of cities in the United 

States.
“We want to do this research to help local governments have the information and resources 

they need to keep their data secure,” Hatcher said.

A NEW WAVE OF CRIME
The key to building a better cyber future 

doesn’t rest simply with protecting the 
“good guys,” though. To make the world, 
and the internet, a safer place, we must also 
understand how the enemy thinks. That 
task falls to researchers like Dr. Volkan 
Topalli.

Criminals are increasingly interested in 
the security that the dark web can provide, 
and law enforcement officials are seeing 
a new wave of crime as a result. Topalli, 
professor in the Department of Criminal 
Justice and Criminology at Georgia State 
University, is a criminologist, but recently 
he has found his research taking a turn to 
the cyber field.

Topalli’s research seeks to understand the 
development of digital payment systems 
and how that has changed crime. 

“Traditional crime where people take 
cash or physical items is declining,” Topalli 
said. “We think the decline is because 
we transferred our financial transaction 
systems from cash to digital-based systems 
like mobile payment. People use these 
platforms to make purchases and don’t 
carry cash, so they’re less vulnerable to 
certain crimes. It seems this is causing a 
decrease in physical, interactional crime 
and an increase in electronic-based and 
cybercrime.”
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He is interested in the advent of cryptocurrency and how this form 
of money is contributing to the crime shift. Cryptocurrency is a digital 
currency that is both anonymous and encrypted. The security of the 
currency may allow average offenders to commit crimes. It is currently 
being used for money laundering, according to Topalli. 

Topalli, together with colleagues from GSU, is conducting an 
ethnographic study of online drug vendors, individuals who sell drugs 
on the dark web. In many cases, these vendors accept cryptocurrency as 
a form of payment. The goal of the study is to understand where these 
vendors are coming from and what motivates them. For example, are they 
former street offenders or a new type of offender?

The team will use an encrypted peer-to-peer network to conduct 
real-time interviews with the drug vendors. They’ll also do comparative 
interviews with street offenders in Atlanta, with police officers and 
with private cybersecurity experts to better understand this new trend 
in crime. Topalli expects the results of the research to be valuable to 
criminology, law enforcement and cybersecurity experts. 

Topalli’s work is not for experts alone, however.
“We want to help people at the corporate level but are also trying to 

focus on what individual citizens need to understand about the internet, 
e-commerce and their rights when crimes occur on the internet,” Topalli 
said. “We tend to think that when we engage in commerce online it’s the 
same as walking into a store, but that’s not the case. A lot of this research 
is concerned with educating people to protect themselves so that they’re 
less of a target.”

Whether it’s sharing evidence across national borders or chasing 
criminals out of the internet’s seedy underbelly, the Peach State’s diverse 
cybersecurity research is changing the way we live online. The solutions, 
and the individuals discovering them, are more varied than ever before. 
That’s bad news for the bad guys, and great news for everyone else.

GAMING GETS SERIOUS

A recent Pew Research survey showed that nearly 60 
percent of Americans think some or most video gaming 
is a waste of time. However, a new training model in 
cybersecurity may just turn that conventional wisdom 
on its head.

Generally, cybersecurity training platforms fall into 
one of two categories: a traditional classroom, where 
information is provided and followed by an assessment, 
or a cyber range, where teams take turns practicing 
offensive and defensive positions. Now, an innovative 
new approach is bringing online gaming into the mix.

Circadence Corp., a leader in the cybersecurity 
community devoted to solving complex cybersecurity 
problems with cutting-edge solutions, recently 
incorporated artificial intelligence into Project Ares, an 
online gaming platform that doubles as a cybersecurity 
training tool.

Machine learning, a type of artificial intelligence, is 
where a computer learns as its environment changes, 
following trends and learning new rules as they appear. 
Once purely science fiction, machine learning is why 
cellphone intelligent assistants can improve their 
ability to understand speech by learning an individual’s 
pronunciation and manner of speaking.

And now, thanks to Ares, artificial intelligence is 
being adapted to improve cybersecurity.

“The idea is to bring teams and individuals together 
to play a game with certain objectives to achieve, 
including protecting information, networks and 
computers,” said Dr. Fred Wright, executive vice 
president of research and development at Circadence 
and adjunct professor in Georgia Tech’s School of 
Computer Science. “Artificial intelligence is a key to 
our approach because it provides an unpredictable 
adversary for individuals to play against.”

Artificial intelligence in Ares will serve a dual purpose. 
Researchers at Circadence collect data both on 
participants who use Ares and on the actions that they 
take within the game.

“We want to use artificial intelligence to discover 
new approaches within the corpus of tradecraft and 
bring those new ideas out of the game and into the real 
world,” Wright said.

In other words, artificial intelligence uses the 
unpredictable creativity of the players to make the 
cyber range concept even more dynamic and ultimately 
improve actual cybersecurity operations.

The result is changing the game in terms of 
cybersecurity training. Ciradence is using the same 
game-based approach for security awareness aimed 
at a broader audience, beyond IT and security 
professionals.

“Using artificial intelligence to learn techniques 
improves the game and is pushing the envelope for 
trainees. They’re getting a broader, richer experience,” 
Wright said. 

BY BRENNAN MEAGHER
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TWO 
DAYS 
AFTER 
TUESDAY:
A SCIENCE FICTION PROTOTYPE

A state sponsored terror group aims to attack 
New York and destabilize the United States, 
targeting the ports and critical supply chains…

WRITTEN: BRIAN DAVID JOHNSON 
ILLUSTRATION: SANDY WINKELMAN
BROUGHT TO YOU BY: CHILL 

IT CAME
FROM THE FUTURE

By Nick Garrett
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THE WEST COAST wakes to the 
news: New York City is gone.

Exploiting a flaw in the city’s 
cargo inspection hardware, state-
sponsored terrorists smuggled a 
dirty bomb through Brooklyn’s 
Red Hook port. Casualties 
number in the millions. In the 
span of a few breaths, the most 
populous city in America has 
been reduced to ash and echoes. 
Answers are sparse.  

The attackers’ country of origin 
remains a mystery, but the path 
they took is clear. After using 
targeted spearphishing emails to 
gain access to the city’s automated 
supply chain, they used a bot-net 
to hack into millions of internet 
of things devices. Placing orders 
for fresh fruit and milk, they 
then waited as thousands of 
automated delivery drones took 
to the seas, skies and streets 
to meet the sudden demand. 
Meanwhile, dockworkers at 
Red Hook, frustrated with their 
malfunctioning equipment, 
switched to random manual 
inspections to make up for the 
delay. Hackers learned of the 
change in procedure at the dock 
by scouring the social media 
feeds of a dockworker named Bill 
Morgan. Now deceased, Morgan 
gave them everything they needed 
with one disgruntled tweet.

H
ow

 th
e 

st
or

ie
s 

w
e 

te
ll 

af
fe

ct
 th

e 
fu

tu
re

s 
w

e 
m

ak
e None of this ever happened, of course. It’s just a story; a fictional account of things 

that have not and might never come to pass. Like all good stories about the future, 
though, there’s a hint of truth to it. 

Brian David Johnson, director of the Threatcasing Lab at Arizona State University 
(ASU), has made a career out of finding the truth in stories like this one. Pioneers in 
the emerging field of Futurism, he and his colleagues at the School for the Future of 
Innovation in Society do the unthinkable. They write the future. 

Or rather, they write potential versions of it. 
Despite that distinction, Johnson is quick to point out he’s no Nostradamus.
“We’re not predicting the future,” Johnson said. “What we are doing is using a broad 

range of disparate inputs from many areas — social science, technology, economics, 
cultural history — and expert interviews to model possible futures, positive and 
negative.”

Johnson frequently works with groups of experts to put together something called 
“futurecasting sessions.” In these sessions, he and his colleagues try to imagine what 
effects new and innovative ideas might have on our future. Once the group has a shared 
vision (or shared story) to build from, the real work begins: Finding ways to make the 
positive effects a reality while preventing the negative ones from ever happening. The 
trick is to find balance, and in so doing, truth. But it’s easier said than done, given the 
distance between the two extremes.

 “We have to be able to take both of those ideas in,” Johnson said. “That’s one of the 
hardest things for my students to do, is to be able to hold two opposing ideas in their 
heads about the future, and to understand that they are both somewhat true.”

As a business strategy, imagining the future is undeniably useful. So much so that 
Intel hired Johnson in 2009 to help envision some of its own future products. But 
the private sector isn’t the only place you’ll find futurists like Johnson. Organizations 
like the U.S. Air Force Academy and the Army Cyber Institute frequently seek out 
his expertise on “threatcasting,” a variation of futurecasting he developed in 2011. 
Since then, Johnson has written a number of threatcasting scenarios. Many have been 
published in the form of “science fiction prototypes” (SFPs).

The story about New York is one of Johnson’s — a snapshot from an SFP titled, “Two 
Days After Tuesday.”

Based on research from the Army Cyber Institute and ASU, “Two Days” is at its core 
a statement about the dangers of phishing. It was developed during a threatcasting 
scenario, and the final product, presented as a stylized sci-fi graphic novel, is available 
free online. The choice of format was deliberate. Johnson, along with organizations 
like Cisco Hyper-Innovation Learning Labs, which produced “Two Days,” have, in that 
sense, seen the future. And the future is absorbed through popular media.

 “That’s why we use things like comic books, we use things like the free press,” 
Johnson said. “We’re trying to come up with tools for the broader public.”

Historically speaking, there’s no better way to reach that same public than through 
science fiction. The proof lies at the very core of the Information Age. Technological 
advances like those of ’60s and ’70s were largely (and unambiguously) inspired by tales 
from the Golden Age of Sci-fi. The faster-than-light ships of Star Wars and tricorder 
communicators of Star Trek, not to mention the rocket-and-robot-filled writings of 
great thinkers like Ray Bradbury, Arthur C. Clarke and Isaac Asimov, gave people hope. 
In a time when most of the world was teaching its children to hide under desks for fear 
of thermonuclear war, sci-fi’s visionaries were encouraging them to turn their eyes to 
the stars instead.

That’s why when he’s producing future- or threatcasting scenarios, Johnson tries to 
capture some of that same “can-do” spark. Simply put, it gets things done.

“That’s one of the missions of my threatcasting lab: To empower people,” Johnson 
said. “Not to scare them.”

Modern sci-fi seems intent on doing just the opposite, however. Series like Black 
Mirror and Altered Carbon give us weighty glimpses into dystopian future hellscapes, 
while movies like Bladerunner 2049 and Ex Machina subtly coax us into rooting for 
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machines, not people, to make the 
next evolutionary leap. The trend of 
dark tomorrows isn’t likely to dry 
up anytime soon. But what does our 
collective obsession with these types 
of stories say about us and the way 
we view the future? 

Not as much as you might think. So 
says Neil Clarke, the award-winning 
publisher and editor-in-chief of 
Clarkesworld Magazine, one of the 
leading voices in modern science 
fiction. He said that, while he believes 
stories shouldn’t necessarily be 
divining rods for future outcomes, 
there’s still a great deal people can 
learn from embracing the “dark side” 
of science fiction.

“Sure, [sci-fi writers] may have 
influence, but that doesn’t have to 
take the form of providing answers,” 
he said. “Sometimes the visions seen 
in these stories provide incentive to 
avoid potential problems or inspire 
one to think about things they 
wouldn’t have normally considered.”

A science fiction writer’s only 
responsibility, he said, “is to tell the 
story, wherever that takes them.”

One writer, Mary Shelley, took 
that famously to heart. Penned in 
1817, her horror classic Frankenstein 
is considered today to be one of the 
cornerstones of science fiction. It’s 
also the seminal work of the “man-
made monster” subgenre, a collection 
of ideas which has, ironically, taken 
on a life of its own. 

While “dark,” Johnson said 
Frankenstein has an underlying 

The Future Starts With You
Asking questions today
for a brighter tomorrow

By Nick Garrett

You may have heard of Jeff Bezos. He’s currently the richest man 
alive, with a higher net worth than the GDPs of Panama, Uruguay 
and Haiti combined. What you may not know is how he got his 
start — on his knees, packing boxes on a concrete floor. In a now 
legendary soundbite, the Amazon founder and CEO (whose net 
worth soared past the $120 billion mark earlier this year) shared the 
story of the innovation that put him back on his feet.  

“We were packing on our hands and knees on a hard concrete 
floor, and I had this brainstorm,” Bezos said. “I said to the person 
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message of hope, if you’re willing 
to look for it. The same holds true 
for novels like William Gibson’s 
Neuromancer and Clarke’s 2001: A 
Space Odyssey, which recast Shelley’s 
iconic monster as a thinking 
machine.

“[These stories] actually have very 
little to do with machines,” he said, 
“and a lot to do with humans.”

Shelley’s nameless monster? It 
isn’t some confused beast. It might 
be, technically, but metaphorically 
speaking, it’s much more than that. 
According to Johnson, Frankenstein’s 
monster is a blank slate, something to 
which readers can attach their fears, 
emotions and misgivings. Robots and 
artificial intelligence — our modern-
day monsters — work much the same 
way in current fiction. They serve as 
proxies, emotional substitutes for the 
traits and qualities we fear most in 
ourselves and in our fellow humans.

In the near term, “rogue AIs” and 
“robot overlords” are essentially 
non-threats. Especially the latter, said 
Johnson, joking: “I build robots. I can 
tell you, the majority of the time what 
robots do is they fall over.”

Their human counterparts are 
rarely so clumsy, however. A perfect 
example of this can be found in the 
health care field.

Dr. Michael Nowatkowski, 
associate professor of Information 
Security at Augusta University’s 
Cyber Institute, studies medical 
device security. In recent years, 
health information has become more 

next to me…‘You know what we need?’…‘We need kneepads.’”
Rather than accepting the CEO’s suggestion, as some might 

have done, Bezos said his employee pushed back. What they 
needed, the employee said, were packing tables.

Modeled after the original tables Bezos and his employees 
threw together from solid core doors and four-by-fours, the “door 
desk” is now a staple of Amazon office decor. More central to 
the company’s success, though, is the question that inspired its 
design: What can we do to make our own futures better?

Brian David Johnson, leading futurist and director of the 

Threatcasting Lab at Arizona State University, said few questions 
are more important when it comes to thinking about tomorrow.

“What are we trying to get done?” Johnson said. “Everyone 
needs to ask that question. Whether it be for a business or what 
you might be doing with technology, what are you trying to do?”

Johnson frequently works with experts from a number of 
different fields to host futurecasting sessions — roundtable 
discussions that focus on envisioning, and working toward, 
better futures. Often, though, his conversations about the future 
happen one-on-one. Speaking with everyone from human 
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resources professionals to hiring managers and IT attorneys, he 
asks questions about the processes and procedures that make 
organizations tick. His hope for any such conversation, he said, is 
to create a culture that rewards curiosity and creative problem-
solving. 

“One of the things we do as a part of that is to create a culture 
that is always looking, always thinking … always keeping an eye 
out for things that are new, things that are interesting,” he said.  

 To illustrate his point, he used the example of a potential 
disruptor — in this case, an earthquake off the coast of Alaska.

“You don’t respond to it a month before it happens; that’s 
impossible,” he said. “You don’t respond to it a month after it 
happened; that’s irresponsible.”

Instead, he said, the key is to investigate the new thing when 

it happens, to understand it and to ask yourself, how does this 
affect the plan or the model I — or we — have set for the future? 
From there, Johnson said, making the future better is as simple 
as building a new model, one that addresses the issue and puts a 
plan in place to deal with similar issues later on.

It isn’t an easy thing to do. So often we find ourselves in the 
shoes of Bezos’ other employees, sitting on our knees hoping for 
packing tables but accepting kneepads because our boss tells us 
it’s what’s best for us. Johnson’s message is a simple one, though. 
Only you can change your own future. And you should want to. 
Every day. 

“Humans build the future,” he said. “The future involves 
everybody, and it worries me when it doesn’t happen.”

Until recently, though, that line of thinking wasn’t the norm.
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valuable than credit card numbers on the dark web. Unfortunately, the same machines 
we use to gather and store that information are vulnerable to intrusion. Very much so.

Gone are the days of worry-free trips to the hospital. Even something as simple as 
wearing a fitness tracker could reveal sensitive health information. What makes these 
devices especially dangerous, though, is their interconnectivity. The fact that so much 
of today’s tech is joined together through the internet of things means tactics like 
“pivoting” can do tremendous harm.

“If the [entry point] is connected to the nurse’s workstation, hackers could pivot from 
the infusion pump to the nurse’s work station,” Nowatkowski said. “Any information 
that’s on that workstation the attacker would then have access to.”

For researchers like Nowatkowski, information security isn’t the only concern. 
Former U.S. Vice President Dick Cheney avoided a potentially deadly pivot in 2007 

when he requested doctors turn off the Wi-Fi functionality of his pacemaker. His fear, 
that hackers might deactivate the device remotely, was — and is — a very real threat.

Presently, Nowatkowski said there is little patients can do to protect themselves 
from a cyber intrusion in hospitals. That’s why he and other researchers are working 
diligently to find new and safer ways to interact with hospital equipment. With more 
and more smart devices hitting the market, the same dangers we face in a hospital bed 
could soon follow us home. It begs an important question: What are we willing to give 
up to be more safe?

“A lot of what the internet of things devices do is provide convenience and access,” 
Nowatkowski said. “People may just have to start weighing, is my security, my 
information more important than the convenience of not having to walk across the 
room to flip on a light switch?”

 While things like pacemaker assassinations and FitBit superhacks are a definite 
possibility, Johnson cautions that the average citizen isn’t likely to fall prey to them 
anytime soon. Nor is New York in danger of being bombed during a mass influx of 
fresh produce. While it’s important for people to know these threats exist, Johnson said 
that building understanding is infinitely more useful than generating fear.

“When most people talk about cybersecurity or security at all, or even threats, they 
ultimately just try to scare people,” he said. “When you scare people and tell them that 
this is huge and terrible and we’re all going to die, that disempowers them, which I find 
at best disingenuous and at worst I find dangerous.”

When you disempower someone, Johnson said, the more likely they are to become 
like Bill Morgan — the dockworker from the “Two Days” scenario. Just as Morgan’s 
Twitter complaints opened the way for terrorists to destroy New York, the actions we 

take when we feel helpless can leave 
us open to disastrous consequences.

“The stories we tell ourselves about 
our future matter,” Johnson said. “The 
idea is to understand that when we 
write these stories, or when we tell 
these stories, we need to understand 
how we’re talking about them.”

For the foreseeable future, sci-fi is 
likely to remain dark. That doesn’t 
mean it has to, though. Nor does 
it mean we have to let it rule the 
way we think or the way we shape 
the stories about our future. In this 
regard, Clarke has some thoughts of 
his own about empowerment.

Authors, he says, are “are at their 
best when they write the stories 
they’re inspired to.” Rather than 
chasing trends, he encourages sci-fi 
storytellers to take charge of their 
futures.

“The reason you might not be 
seeing many of those bright vision 
stories could simply be a market 
shortage,” he said. “A new trend 
doesn’t happen without stories to 
shape it.” 

And that, Johnson would surely 
agree, is no fiction.   

 
 

When Johnson, a Gen Xer, was first coming into his own as 
a futurist, he said the generations ahead of him — the baby 
boomers and the Silent Generation — had a very different 
view of how the world worked. They found it “laughable and 
contemptible” to be a futurist. It was considered a show of 
arrogance to look critically at the future, to question the status 
quo or go against the way things had previously been done.

Thankfully, younger generations are moving in a more future-
focused direction.

“What’s interesting to me, as we’ve moved through the 
generations and into the 21st century, you see this next 
generation of millennials and Gen Z who feel empowered,” 
Johnson said. “[They] have seen whole businesses can be built 
and made and succeed or fail in the span of 5 to 10 years. That 

time scale, and oftentimes that optimism, to me, is great.”
But what about the older generations? The Gen Xers, the baby 

boomers or even some of the later millennials? To change their 
futures, should they live more like youngsters-at-heart? Or drift 
through their days thinking only of the future? Hardly. Change 
and the steps needed to achieve it, as Bezos and his employees 
learned nearly two decades ago, don’t have to be drastic or 
world-ending to make the future better. They just have to be 
driven by curiosity. 

An Amazon employee once changed his future, and the future 
of his entire company, by asking a simple question: What will get 
me off of my knees?

To build a better, brighter future of our own, we must never be 
afraid to do the same. 
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Inspiring the future of Computer and 
Cyber Sciences.

cyber.augusta.edu

We’re educating the current generation of computer and 
cyber science professionals and inspiring the next. The Cyber 
Institute at Augusta University is dedicated to education, 
outreach and research to cultivate future talent in the booming
computer and cyber sciences industry. 

Learn more about the bright future of this innovative industry
and join us.



magazines.augusta.edu  |  29

THAT TIME 
A MOVIE DROVE 
FEDERAL POLICY
Before the advent of streaming or binge 
watching, a 1983 box-office hit was the talk 
of the world’s tech-literate elite.

WarGames told the story of a high school 
computer whiz hacking into a military 
supercomputer and almost starting World 
War III. When President Ronald Reagan 
screened the sci-fi thriller for a small private 
audience at Camp David, the scenario struck 
him as all too real a possibility.

He brought it up in a subsequent meeting 
with national security advisors and members 
of Congress, asking the chairman of the 
Joint Chiefs of Staff, Gen. John Vessey Jr., if 
something like the hack in the movie could 
happen in real life.

Of course, we all know, the answer was a 
resounding yes. 

This immediately kicked into gear new 
anti-hacking bills that quickly worked their 
way through Congress. With the then-
looming threats of the Cold War, it took no 
time for six new bills to be signed into law. 

Today, we live in the fallout of WarGames’ 
influence on national security with bills like 
the Computer Fraud and Abuse Act (CFAA) 
that has helped to convict high-profile 
hackers. However, it begs an important 
question.

If a film from the early ’80s could have such 
a massive impact on the present, what effect 
might shows like Black Mirror and Mr. Robot 
have on the world of 2030?

The answer is unclear, but one thing is for 
certain.

You never know who might be watching.

Inspiring the future of Computer and 
Cyber Sciences.

cyber.augusta.edu

We’re educating the current generation of computer and 
cyber science professionals and inspiring the next. The Cyber 
Institute at Augusta University is dedicated to education, 
outreach and research to cultivate future talent in the booming
computer and cyber sciences industry. 

Learn more about the bright future of this innovative industry
and join us.

Cyber Scares on the Silver Screen
As technology has advanced and cyber threats have grown, a popular theme in films and 
television shows has been fear of technology. Here are some cool ways cyber threats have 
been depicted in film, past and present.

PHOTOS: The Italian Job/Paramount Pictures, Sneakers/Universal Studios, The Net/Columbia Pictures, Swordfish/Warner Bros., 
Live Free or Die Hard/20th Century Fox, The Imitation Game/Studiocanal 

The Italian Job, 1969: Starring a young 
Michael Caine, this movie about a gold thief 
who causes a traffic jam after hacking into 
the city’s traffic controls was remade in 
2003 with Donald Sutherland in the starring 
role.

Sneakers, 1992: When a team of 
cybersecurity experts discovers a black box 
capable of cracking any encryption, they 
find out the lengths evildoers, including 
rogue NSA agents, will go to get it back.

The Net, 1995: While stolen identities have 
become all too common today, when this 
film came out, the idea that your entire 
existence could be erased or taken over 
was a new and horrifying thought. Sandra 
Bullock stars in this prescient thriller. 

Live Free or Die Hard, 2007: This Bruce 
Willis vehicle is a regular on hacking movie 
lists. A cyberattack is launched on the  
United States’ computer infrastructure. The 
iconic Willis character, John McClane, helps 
the FBI take down the cyber terrorist before 
the nation celebrates Independence Day.

The Imitation Game, 2014: During World 
War II, the new British intelligence agency, 
MI6 (you’ve seen James Bond), enlists a 
mathematician to break Germany’s  
Enigma code. 

Swordfish, 2001: A spy enlists the help of a 
superhacker to help steal money from the 
government. The action revolves around 
questions about who is in control and what 
is behind the plot.
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Updated Workforce Study to be released summer 2018
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Endgame: 
A step too far in cyberwar 
By Nick Garrett

As the the blast from the first atomic bomb swallowed the New Mexico 
skyline, Robert Oppenheimer felt something like regret. “I am become 
Death, destroyer of worlds,” he said, borrowing a now infamous line 
from the Bhagavad Gita. “Destroyer of worlds.”

In the passage quoted, the deity Krishna reveals his “true self” to 
a frightened follower. The sentiment behind the action held special 
meaning for Oppenheimer, a man troubled by his new creation. Like 
Krishna before him, he, too, believed he was showing humanity its end. 

So far, we have managed to avoid nuclear doomsday. Instead, modern 
militaries have found new and inventive ways to escalate conflict. 
Cyberspace has become the battlefield of the future, and powers around 
the world are scrambling to find war’s next endgame. 

Dr. Craig Albert is the director of the Masters of Arts in Intelligence 
and Security Studies program at Augusta University. An expert in both 
counterterrorism and cybersecurity studies, he’s currently working to 
define what such a line might look like. Though still in its infancy, his 
research shows how a well-executed cyberattack could make a nuclear 
blast seem like a mercy.

“A cyberattack could theoretically wipe out a state’s electric grid, 
causing [the target] country to go into a pre-industrial era for several 
months,” Albert said. 

While not as outwardly destructive as a nuclear attack, the long-term 
consequences would be just as damaging. Smartphones, computers, 
navigational systems would become instantly useless. Electronic 
trade would cease. Markets would crash. Almost all national defense 
functions would slow to a crawl. 

“That [kind of attack] could pretty much wipe away any previously 
held power projection capabilities,” Albert said. “All economic factors 
would cease to be relevant.” 

Unlike the use of nuclear weapons, around which decades of norms 
and policies have been established, there is no global consensus on 
the waging of cyberwar. As a result, Albert said the possibilities are 
“endless” when it comes to predicting the scope of cyberattacks.

The most likely outcome of a major cyberattack is a kinetic response. 
That said, putting boots on the ground can be a difficult call to make. 
Intent plays a huge role in deterimining whether an attack can be 
considered an act of war. When the United States bombed Japan in the 
final days of World War II, for instance, the intent was clear; the United 
States wanted to send a message to the rest of the world that it had 
become the dominant superpower. But what does a state intend when it 
infects a government system with malware?

All of this, of course, assumes the source of the attack can even be 
determined. Cyberattacks often go unattributed, Albert said. Sometimes 
that lack of attribution stems from non-state actors carrying out the 
attack from within a hostile country. Other times, it’s because the states 
involved want to claim plausible deniability. In either case, the decision 
to go to war isn’t as simple as ordering a counterattack. There is an 
added nuance to cyberwar, Albert explained; a subversion of the typical 
saber rattling found before kinetic wars. 

For the moment, the endgame of cyberwar is likely to remain a 
kinetic response. Cyberattacks fill a comfortable niche within kinetic 
operations; shutting down websites or cutting off internet access prior 
to an invasion is already a popular Russian tactic. As cyberattacks 
become more and more complex, though, the likelihood of two nations 
waging pure cyberwar becomes more real. If or when that happens, 
those left standing might understand where Oppenheimer was coming 
from.

Augusta, Georgia: 
In a different league
Fortune recently identified seven cities with the highest potential 
for becoming the epicenter for the cybersecurity industry, and 
Augusta made the list. 

Based on conversations with investors, entrepreneurs and 
academics, Fortune determined that a future world cyber capital 
would require proximity to a research university, a large military 
or hacker presence, and a cooperative and entrepreneurial culture. 

Here is its list of contenders:

SOURCE: fortune.com/2017/04/06/cyber-security-cities 
PHOTOS: freeimages.com, bigstock.com and Phil Jones/Augusta University

ATLANTA, GEORGIA 
•  Georgia Tech
•  Corporate and funding  
 eco-system

WASHINGTON, D.C.
•  Proximity to defense industry
•  Elite military talent with hacking 
 skills in demand

SILICON VALLEY, CALIFORNIA
•  “Unique mix of capital, 
 entrepreneurship, 
 elite developers 
 and tech geniuses”

TEL AVIV, ISRAEL 
•  Has other tech fields like ad-tech
•  Notable cyber presence already 
 (Check Point, Forescout, Team8)
•  Universal military service

LONDON, ENGLAND
•  High-tier intelligence services 
 (GCHQ)
•  Status as a global financial and 
 diplomatic center

AUGUSTA, GEORGIA
•  Fort Gordon (new home of the 
 U.S. Army Cyber Command)
•  Rapidly growing state 
 and private investment 

BOSTON, MASSACHUSETTS  
•  Helped to pioneer cybersecurity 
 industry
•  World-class research prowess
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By Arthur Takahashi

Parting is such sweet sorrow … and downright 
dangerous if you don’t dispose of your 
electronic devices properly. 

Family photos. Social media accounts. Bank 
information.

Think of all the sensitive material you’ve 
got stored in your electronic devices. Even if 
you’re vigilant about protecting it, you could 
be handing it all over to criminals if you don’t 
dispose of your devices properly.

“Pretty much anything that’s electronic that 
has a computer connection or data connection 
is what you want to be concerned with,” 
said Dr. John Krautheim, assistant professor 
of cybersecurity at Augusta University. 
“Anything that has personal information on 
it … specifically your phones, tablets and 
computers, are immediately the things you 
would want to think about being secured 
before you [get rid of them].”

Krautheim gives some tips on what you can 
do to properly delete sensitive information 
from the different devices before you replace 
them with new technology.

SAFELY SAYING GOODBYE

ENCRYPTION, ENCRYPTION, 
ENCRYPTION

Your first line of protection is to 
ensure that all your electronic devices 
that allow encryption are actually 
encrypted.

Encryption protects your private 
information with a digital key — 
usually a password. Only people with 
that key will be able to access your 
information.

“That means that all the data that’s 
there, even if you don’t go back and 
erase it, is not going to be usable,” 
Krautheim said.

This step is important because 
encryption will make it extremely 
difficult and even cost prohibitive for 
hackers to access that information.

Krautheim says you can easily 
encrypt your device when you first 
turn it on — you’ll usually be asked at 
start up if you want to use encryption. 
If you do it from the beginning, all 
your private information later stored in 
the device will be protected inside this 
encryption safe.

If you have not encrypted your 
device yet, however, you will 

probably need to follow the 
manufacturer’s instruction 

to activate this tool.

SHREDDING DATA DIGITALLY
OR PHYSICALLY

If you want to dispose of your desktop 
computer or laptop, you will need to do more 
than just drag your files to the trash bin and 
empty it. Just like someone can go through 
your trash can at home, hackers can use 
forensic tools to recover that data from your 
hard drive.

The best free way to permanently shred 
your information digitally is by using data-
wiping software, such as DBAN.

“It’s going to wipe everything,” Krautheim 
said. “If you are really paranoid about it or if 
you have really sensitive information on your 
device, that’s what you do.”

With tablets or smartphones, Krautheim 
says you should log off of any social media 
or cloud accounts, back up any information 
you would like to save, and follow the 
manufacturer’s instruction to do a factory 
reset.

“What the factory reset is going to do is 
put [the device] back into the state where you 
initially bought it,” he said. “It will go and 
clean the device up.”

If that’s not thorough enough to put your 
mind at ease, a surefire way to guarantee all 
private information is permanently deleted 



from any of those devices is to physically 
destroy the hard drive, which stores all user 
information.

“You can take it to data places, and 
they actually have hard drive shredders,” 
Krautheim said. “If your data is that 
sensitive, and you are really concerned with 
it, that’s the only way you are going to really 
destroy that data.”

PRINTERS, SCANNERS AND THE 
INTERNET OF THINGS

You might not consider your use of 
printers or scanners to be particularly 
dangerous, but they, too, can pose a security 
threat, especially the industrial kinds that 
most offices and businesses use.

“They actually have hard drives in them,” 
Krautheim said. “They store everything that 
you print, everything that you scan … . You 
can go back days, months or years of things 
that you printed or scanned if the hard drive 
is big enough.”

Other devices that deserve attention 
belong to the internet of things. These are 
everyday objects that are now connected, 
such as your FitBit, Amazon Echo and smart 
appliances.

“You may not think about it … but if you 
leave your password on it, somebody could 
get your password and possibly breach your 
network,” Krautheim said. “If I have your 

network name, there 
are actually websites 
where I can search for it 
and they will give me its 
location on a map.”

With an address 
in hand, hackers can 
go to your home or 
business and use your 
password to hack into 
your network. They 
could then steal information from your other 
electronic devices.

Although it is improbable that a hacker 
would go to this extent just to track down 
the average person, this is not an impossible 
scenario. So Krautheim says you should delete 
your network information from those devices 
before getting rid of them.

MODERN CARS
Even your car can pose a security threat 

if you connect your smartphone to it via 
Bluetooth.

“Even without your phone, somebody 
would be able to see whom you called and 
maybe have access to your phone numbers,” 
Krautheim said.

Therefore, before selling a car, Krautheim 
recommends that you wipe any information 
it has about your smartphone. For the same 
reasons, he cautions people not to connect 
their devices to rental cars.

By following these safety measures, 
Krautheim says, your information 

will be better protected 
when you dispose of 

old electronic 
devices. 
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